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This is an overview of the changes made to the WAWFE application for DR882,
Cryptographic Application Programming Interface Component Object Model
(CAPICOM) Replacement.

A Java Applet replaces the functionality of the CAPICOM Activex object.
The Java Applet will be used for registration, logon, profile maintenance, and
document signing.

This presentation contains audio narrative. Please adjust your wolume
accordingly.
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Wide Area Workflow

Home
Login to WAWF New User? System Messages
User ID * Registration (2011-APR-01) VENDORS!

’ Vendors - Getting Started Help

Government Users - Getting Started _ , _ )
The Java Applet works on all major browsers including 64 bit Internet Explorer

Forgot your User ID? Help
Password * Cr.'lachine Setg_) _ running on a Windows Platform.
[ Ly

The major browsers include:

Forgot your Password? Help - Internet Explorer (lE) T+
. Web Based Training - Firefox
Login What's New - Chrome
o _ . . - Safari

* Asterisk indicates required entry. Functional Information - Opera
Web Services for WAWF

Certificate Login to WAWF Group Administrator Lookup Click the Machine Setup link to see the updated instructions.
WAWF Instructions Clause
Information

Active DoDAACs & Roles
Active CAGEs / Contractor DoDAACs

e@e oo

Certificate Login
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Wide Area Workflow

Machine Setup

R4

Step 5: Java Runtime Environment Installation (This step is only required for certificate users.)

Your Browser : @ Internet Explorer 8 (32-bit)

Gava Runtime Environment Version Installed : 1.6.0_29)

If you are running a 32-bit browser and have the 32-bit Java Runtime Environment Version 1.6.0.10 or higher installed (as shown above) then you may skip this step.
If you are running a 64-bit browser and have the 64-bit Java Runtime Environment Version 1.7.0.01 or higher installed (as shown above) then you may skip this step.

Note: If you are not permitted to install software on your computer, contact your network administrator or the person(s) who perform maintenance on your computer system to download and install the
latest JRE (Java Runtime Environment).

The WAWF application uses digital certificates (also called Public Key Infrastructure (PKI) certificates) to identify users of the system and to sign documents in the system. Digital certificates are encrypted
files containing private keys that are verified against a chain of trust that is known to the browser.

Note: Those users who will be using Digital software certificates or CAC cards to access WAWF MUST ensure that their certificates and/or cards are installed and properly working BEFORE completing
this step.

The WAWF application uses a customized, signed, and sealed Java Appletto access certificates and sign documents. The Applet requires that 3 JRE be installed in order to run and will prompt the user
for installation of the correct JRE if not installed.

For DoD users, this Applet works with your Common Access Card (CAC) middleware. The CAC middleware is the intermediary between an application like the Internet Explorer browser on your PC, your
smart card reader, and the CAC. Middleware enables applications to use information that is stored on the integrated circuit chip (ICC) including your PKI certificates.

The latest JRE is downloadable from Sun at http://iwww.oracle.com/technetwork/javaljavase/downloads/index.html (External Link))

(=)

Follow the on screen instructions after download to install the JRE.

Return to the TOP of the page.
The Machine Setup instructions are updated with the Java Runtime

Environment Installation instructions. Step 5 will detect the latest version of the
Java Runtime Environment the user has installed and display it. If the User has
[ —— 1.7.0.01 or higher installed, then Step S can be ignored.

|5
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Wide Area Workflow

Home
Login to WAWF New User? System Messages

User ID * Registration (2011-APR-01) VENDORS!

T Vendors - Getting Started Help Version: 5.3.0 Test Build 3_7
Government Users - Getting Started Build Date: 05/25/2012

2 - -

Forgot your User ID? Help Application Server: WebSphere 7.0.0.21

Password * Machine Setup HTTP Server: IBM IHS 7.0.0.21

| Database: TEST530

Forgot your Password? Help FTP/EDI Server: ‘Commodore
Web E . FTP/EDI Server Path: icaci_db/efp/WAWF_RA_sec/Test/Version530/FTPEDIDirectory

Login ey Message from webpage

* Asterisk indicates required entry. P 9 WAWF requires 32-bit JRE (Java Runtime Environment) version 1.6.0_10 or above For 32-bit browsers,

Web \'/ Do you wish to install the latest 32-bit JRE?
- - Grou
Certificate Login to WAWF -

WAW OK | cancel
Infor

: : = 3 Active DoDAACs & Roles

[ Certificate Login ]
Active CAGEs / Contractor DoDAACs
& Roles

Ywhen a current Common Access Card (CAC) or Digital Certificate User clicks
the "Certificate Login" button and the User does not have JRE1.6.0 10 or
above installed, then they will be prompted to install it

Note. This occurs for [E7+ (32-bit version).
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Wide Area Workflow

Home
Login to WAWF New User? System Messages

User ID * Registration (2011-APR-01) VENDORS!

T Vendors - Getting Started Help Version: 5.3.0 Test Build 3_7
Government Users - Getting Started Build Date: 05/25/2012

2 - -

Forgot your User ID? Help Application Server: WebSphere 7.0.0.21

Password * Machine Setup HTTP Server: IBM IHS 7.0.0.21

| Database: TEST530

Forgot your Password? Help FTP/EDI Server: ‘Commodore
Web E . FTP/EDI Server Path: icaci_db/efp/WAWF_RA_sec/Test/Version530/FTPEDIDirectory

Login ey Message from webpage

* Asterisk indicates required entry. P 9 WAWF requires 64-bit JRE (Java Runtime Environment) version 1.7.0_01 or above For 64-bit browsers,

Web \'/ Do you wish to install the latest 64-bit JRE?
- - Grou
Certificate Login to WAWF -

WAW OK | cancel
Infor

: : = 3 Active DoDAACs & Roles

[ Certificate Login ]
Active CAGEs / Contractor DoDAACs
& Roles

Ywhen a current CAC or Digital Certificate User clicks the "Certificate Login"
button and the User does not have JRE1.7.0_01 or above installed, then they
will be prompted to install it.

Note. This occurs for [E7+ (64-bit version) as well as Firefox (64-bit version).
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WAWF requires 32-bit JRE (Java Runtime Environment) version 1.6.0_10 or above for 32-bit browsers. Please see the Java Runtime
Environment Installation instructions under Machine Setup.

YWith non-IE browsers, when a current CAC or Digital Certificate User clicks the
Certificate Login button and the User does not have the correct version of JRE

installed, then they will be prompted to see the Java Runtime Environment
Installation instructions under Machine Setup.




Wide Area Workflow

Home
Login to WAWF New User? System Messages
User ID * Registration (2011-APR-01) VENDORS!
,_ Vendors - Getting Started Help Version: 5.3.0 Test Build 3_7
Government Users - Getting Started Build Date: 105/25/2012
? . :
Forgot your User ID? Help Application Server: WebSphere 7.0.0.21
Password * Machine Setup HTTP Server: IBM IHS 7.0.0.21
| Database: TEST530
Forgot your Password? Help FTP/EDI Server: 'Commodore
Web Based Training YFOTP"E[? Se;.'ert Path: '.';:alu_'d:.'gfp.-\'VA\'VF_RA_sec.'Test-Versmn530.'FTPEDlDlrectory
Logi eratin stem: olaris
—— What's New OSTAlng oY . .
) ] Status: Production
* Asterisk indicates required entry. Functional Information Current Usage: 5.3.0 Testing

Web Services for WAWF
Group Administrator Lookup

WAWF Instructions Clause
Information

- - Active DoDAACs & Roles
| Certificate Login ]
Active CAGEs / Contractor DoDAACs

& Roles

Certificate Login to WAWF

After the correct version of JRE is installed, click the
"Certificate Login" button.
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select the certificate you want to use.

MNote: Only X509 Cettificates from your Personal Cetificate Store that are used for Digital Sighing
and Non-Repudiation will he displayed.

_ lssuedto |  lssuedby |  Friendlyname |  ExpirationDate |
ACl.Tester11.900004...
CACI.Tester2.9000040...
CAC|Tester21.900004.. |DOD OM CA-22  |CACI.Tester21.900004...[Sun Mar 30 11:42:14 E...
CAC|.Tester51.900004...|Sun Mar 30 13:55:18 E...
ITHERSPOON.KYM....

The "Certificate" window is displayed.

The Applet filters out Email Certificates to prevent the User from selecting the
incorrect certificate to logon with.

Select a CAC Certificate or Digital Certificate, then click "OK" to continue.




ey ActivClient Login

Actividentit
iabde-tcheid

mearyn  ActivClient 104533 E

ACLTestd 09:35:48 E.

AC|.Tests ’ 1:42114 E

AC| Testd Please enter your PIN, 70746 E

AC| Testd
AC|Test p
AC| Testy
WITHERSH

Cancel

In this demo, the User logs in using a Common Access Card.

Enter the PIN number of the CAC and click "OK".




User ID : EDIPI9000040813
Printer Friendly

Wide Area Workflow

User Administration Console Government  Property Transfer Documentation Lookup Logout

Acceptor Create Document
Cost Voucher (_ Acceptance Folder Wide Area Workflow!
Administrator - | one of the links from the menu above.
History Folder by
Cost Voucher Approver DoDAAC
: _ WARNING!
) Cost Voucher Reviewer  History Folder by User _ ) _

« Ifusing a word processor pre ordPad, Microsoft Write, etc.) to create FTP files, EDI files, or to cut-and-paste text field data into the
WAWF Web application, the Grant Approver Hold Folder cessor program and pasted into Microsoft Notepad, or another ASCII text editor and saved in the text
editor, before sending the d2 |hspector Recall -A(F:tion t and removes control characters that contain formatting information.

. Required Folder
Please DO NOT use the bro | ., Processing _ -

«  The use of the browser's BA Office ?&’Sgﬁed Transactions :ation when completing electronic forms.

« Use of this button will cause Local Processing _

*  Where they exist, use the P Office Reviewer F"&f,‘efay"‘e“‘ Review page within the WAWF application.

. Pay Official : - ; - - ;

In data capture and when re Suspended CEFT vork with the various information categories, e.g., Document Header, Addresses, Comments, Line ltems,
etc. Transactions Folder

Saved Documents

Folder

Pure Edge Folder

View Parameters

View Only Folder Cursor over the "Acceptor” menu dropdown, and click on

View Only Saved the "Acceptance Folder" link.

Documents Folder

View Only Pure Edge

Folder

Help

Logon Date : 2012/05/29 15:45:47 EDT Last Accessed Date : 2012/05/29 15:45:48 EDT
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User ID : EDIPI1401912955
Printer Friendly

Wide Area Workflow

User Government Property Transfer Documentation  Lookup Logout

Acceptor - Cost Voucher (Final)

| Line ltem I[ ACRNs || Addresses || Misc. Info ” Preview Document ]

0 Miscellaneous Amount(s) $0.00 A
Document Total: $1,111,112,200.35
Routing Information
Role Location Code Extension Name .
Payee 00C91 PrimeActivity1000000000000000000q ©'€Ct @ document in the Acceptance Folder.
Admin S0512A ADMINActivity1000000000000000000  Click the "Certificate Signature" button to accept the
DCAA Auditor SUK12A ApproActivity1000000000000000000( document.
Pay Official HQO0338 PayGuy
Service Approver W25G1U ServiceApprov1000000000000000000000000000000000000000000000
Issue By HC1013 DITCO-SCOTT
* = Required Fields
ACTION BY: W25G1U *
Approved for Payment | Certificate Signatyre
Signature Date g
] Cost Suspension or Disallowance ) _ )
2012/05/30 ) Signature Of Authorized Government Representative
i R
Disaowed Submit Without Preview
Net Amount Approved E
[] Reject to Initiator v

Submit Save Draft Document Previous Help

Logon Date : 2012/05/29 12:50:11 EDT Last Accessed Date : 2012/05/29 12:50:55 EDT




oelect the certificate you want to use.

MNote: Only X509 Cettificates from your Personal Cerificate Store that are used for Digital Signing
and Non-Repudiation will be displayed.

Issued to Issued b Friendly hame Expiration Date '
WITHERSPOON.KYM.... |DOD JITC CA-25 WITHERSPOON.KYM.... |[Thu Oct 23 19:59:59 E...

The "Select Certificate” window is displayed.
WAWWE only displays the certificate the User is logged in with
for document signing.




oelect the certificate you want to use.

MNote: Only X509 Cettificates from your Personal Cerificate Store that are used for Digital Signing
and Non-Repudiation will be displayed.

. lssuedto lssued b Friendly name Expiration Date
ITHERSPOON.KYM.... |DOD JITC CA-25 WITHERSPOON.KYM.... [Thu Oct 23 195959 E...

Selectthe CAC Certificate and click "OK" to continue.




. User ID : EDIPI1401912955
Wide Area Workflow

Printer Friendly
User Government Property Transfer Documentation Lookup  Logout

Success

The Cost Voucher (Final) was successfully accepted.
It has been processed via EDI.

Contract Number Delivery Order Voucher Number
HQO033812F0515 VFMO BVN1222Z

Email sent to Vendor: coleung@caci.com
Email sent to Pay Official: wawf@caci.com

Notification sent for CAGE code 00C91 to EDI Routing Codes- ISA07: S7, ISA08: ISA_000000008, GS03: GS-000000000003

Send Additional Email Notifications

Tue May 29 16:21:39 EDT 2012 The document is successfully signed.

Now, logout and return to the VWAWWE homepage.

Return

Logon Date : 2012/05/29 16:20:42 EDT Last Accessed Date: 2012/05/29 16:21:39 EDT
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Wide Area Workflow

Home

Login to WAWF New User?

User ID * R@istraticE | F Click on the "Registration” link.
ser
r endors - t.2fting Sta Help

Government Users - Getting Started

Forgot your User 107 Help APPNCAuuIT Server. vvepspnere 7.0.0.21
Password * Machine Setup HTTP Server: IBMIHS 7.0.0.21
| Database: TEST530
Forgot your Password? Help FTP/EDI Server: 'Commodore
Web Based Training :FTP"'ED! Server Path: :icaci_.dbiefp.'WA\'VF_RA_sec.'Test'Version530:’FTPEDIDirectory
Login What's New ’Operatmg System: ’Solans 10
) ) Status: Production
* Asterisk indicates required entry. Functional Information Current Usage: 5.3.0 Testing

Web Services for WAWF

: . Group Administrator Looku
Certificate Login to WAWF P p

WAWF Instructions Clause
Information

[ Active DoDAACs & Roles

Certificate Login
Active CAGEs / Contractor DoDAACs
& Roles

Help
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Wide Area Workflow

Home

Registration

User Authentication Type >> Data Capture >> Registration Success

* Asterisk indicates required entry.

Note: A security clearance is NOT required to access Wide Area Workflow.

How will you be accessing WAWF? *

O User ID \ Password
O Common Access Card
C@ Software Certificate

What Roles will you be registering for? *

O Vendor
® Government

Select "Software Certificate" and click the
"Next" button.

Help

Security & Privacy Accessibility Vendor Customer Support Government Customer Support FAQ Site Index



oelect the certificate you want to use.

MNote: Only X509 Cetificates from your Personal Certificate Store that are used for Digital Signing and
MNon-Repudiation will be displayed.

CAC|.Tester1.9000040...[DOD JITC CA-21 CACI|.Tester1.9000040...|Sun Mar 30 09:24:03 E...
CAC|.Tester21.900004..[DOD OM CA-22  |CACI.Tester21.900004.../Sun Mar 30 11:42:14 E...
ACI.Tester55.900004...

The Applet only displays Certificates from the User's Personal Certificate Store
that are used for Digital Signing and Non-Repudiation. The Applet also filters
out Email Certificates to prevent the User from selecting the incorrect certificate
to register with.

Now, select a Digital Certificate and click "OK" to continue.




Wide Area Workflow

Home

Registration

User Authentication Type >> Data Capture >> Registration Success

* Asterisk indicates required entry.

User Profile * (Edit)
First Name Last Name Organization Title Email Address Commercial Telephone DSN Telephone Rank/Grade

Testerb5 CACI CACI DCMA CV Approver  coleung@caci.com 904-596-WAWF 112

User Authentication *
User ID

EDIPI9000040347

Government User Roles * (Add)
Role Group Location Code Extension @ Comments Attachments  Comments/Attachments Actions

Cost Voucher Approver DCMA NORTHERN EUROPE-UXBRIDGE SUK12A N N View / Add Delete

Enter all mandatory fields and click the
"Register” button to continue.

By ing the "Register” button below, you agree to the Information System User Agreement.

l Register [ Previous Help
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Wide Area Workflow

Home

Registration

User Authentication Type >> Data Capture >> Registration Success

You have successfully registered for Wide Area Workflow.

You will receive an e-mail containing your User ID.
Once you have been activated by an administrator, you will receive another email notifying you of the role(s) for which you have been activated.

If you have any questions, please contact the Customer Support.

The User is successfully registered with a Digital Certificate in WAWWE.

This concludes the overvieww demonstration for DR882, CAPICOM
Replacement.
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